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for running the facial recognition algorithm. It is designed to boost

performance in all aspects and deal with all kinds of scenarios . 

FOLLOW US 

www.iomotech.com 
•



FCA-5000   User Manual 

P a g e  | 4 

Document Conventions 

Conventions used in this manual are listed below: 

GUI Conventions 

For Software 

Convention Description 

Bold font Used to identify software interface names e.g., OK, Con�rm, Cancel. 

> 
Multi-level menus are separated by these brackets. For example, File > Create > 
Folder. 

For Device 

Convention Description 

< > Button or key names for devices. For example, press <OK>. 

[ ] 
Window names, menu items, data table, and �eld names are inside square 
brackets. For example, pop up the [New User] window. 

/ 
Multi-level menus are separated by forwarding slashes. For example, 
[File/Create/Folder]. 

Symbols 

Convention Description 

This represents a note that needs to pay more attention to. 

The general information which helps in performing the operations faster. 

The information which is signi�cant. 

Care taken to avoid danger or mistakes. 

The statement or event that warns of something or that serves as a cautionary 
example. 
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1 Safety Measures 

The below instructions intend to ensure that the user can use the product correctly to avoid danger 
or property loss. The following precautions are to keep users safe and prevent any damage. Please 
read carefully before installation. 

 Noncompliance with instructions could lead to product damage or physical injury (may even 
cause death). 

1. Read, follow, and retain instructions - All safety and operational instructions must be properly
read and followed before bringing the device into service.

2. Do not ignore warnings - Adhere to all warnings on the unit and in the operating instructions.

3. Accessories - Use only manufacturer-recommended or product-sold accessories. Please do not use
any other components other than manufacturer suggested materials.

4. Precautions for the installation – Do not place this device on an unstable stand or frame. It may
fall and cause serious injury to persons and damage to the device.

5. Service - Do not try to service this unit yourself. Opening or removing covers may expose you to
hazardous voltages or other hazards.

6. Damage requiring service - Disconnect the system from the Mains AC or DC power source and
refer service personnel under the following conditions:

• When cord or connection control is affected.

• When the liquid spilled, or an item dropped into the system.

• If exposed to water or due to inclement weather (rain, snow, and more).

• If exposed to water or due to inclement weather (rain, snow, and more).

Just change controls defined in operating instructions. Improper adjustment of the controls may 
result in damage and involve a qualified technician to return the device to normal operation. 

And do not connect multiple devices to one power adapter as adapter overload can cause over-heat 
or fire hazard. 

7. Replacement parts - When replacement parts are needed, service technicians must only use
replacement parts provided by the supplier. Unauthorized substitutes can result in a burn, shock, or
other hazards.

8. Safety check - On completion of service or repair work on the unit, ask the service technician to
perform safety checks to ensure proper operation of the device.

9. Power sources - Operate the system only from the label's power source form. If the sort of AC
adapter to use is unclear, call your dealer.
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10. Lightning - Can install external lightning conductors to protect against electrical storms. It stops
power-ups from destroying the system.

Recommended installing the devices in areas with limited access.

Electrical Safety 

 Before connecting an external cable to the device, complete grounding properly, and set up
surge protection; otherwise, static electricity will damage the mainboard.

 Make sure that the power has been disconnected before you wire, install, or dismantle the
device.

 Ensure that the signal connected to the device is a weak-current (switch) signal; otherwise,
components of the device will get damaged.

 Ensure that the standard voltage applicable in your country or region is applied. If you are not
sure about the endorsed standard voltage, please consult your local electric power company.
Power mismatch may cause a short circuit or device damage.

 In the case of power supply damage, return the device to the professional technical personnel
or your dealer for handling.

 To avoid interference, keep the device far from high electromagnetic radiation devices, such as
generators (including electric generators), radios, televisions, (especially CRT) monitors, or
speakers.

Operation Safety 

 If smoke, odour, or noise rise from the device, turn off the power at once and unplug the power
cable, and then please contact the service centre.

 Transportation and other unpredictable causes may damage the device’s hardware. Check
whether the device has any intense damage before installation.

 If the device has major defects that you cannot solve, contact your dealer as soon as possible.

 Dust, moisture, and abrupt temperature changes can affect the device's service life. You are
advised not to keep the device under such conditions.

 Do not keep the device in a place that vibrates. Handle the device with care. Do not place heavy
objects on top of the device.

 Do not apply rosin, alcohol, benzene, pesticides, and other volatile substances that may
damage the device enclosure. Clean the device accessories with a piece of soft cloth or a small
amount of cleaning agent.

 If you have any technical questions regarding usage, contact certified or experienced technical
personnel.
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 Note 

 Make sure whether the positive polarity and negative polarity of the DC 12V AC adapter is 
connected correctly. A reverse connection may damage the device. It is not advisable to connect 
the AC 24V AC adapter to the DC 12V input port.

 Make sure to connect the wires following the positive polarity and negative polarity shown on the 
device's nameplate.

 The warranty service does not cover accidental damage, damage caused by mis-operation, and 
damage due to independent installation or repair of the product by the user.
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2 Overview 

FCA-5000 uses the latest Computer Vision Technology. It supports facial verification with large capacity 
and quick recognition and also improves security performance in all aspects. 

It accepts touchless recognition technology and new functions namely Masked Individual 
Identification which eliminates hygiene concerns effectively. It is also equipped with the ultimate 
Anti-Spoofing algorithm for facial recognition against almost all types of fake photos and videos attack.  

The terminal with mask detection is a perfect device to help reduce the spread of germs and help 
prevent infections at each access point of any premises and public areas such as hospitals, factories, 
schools, commercial buildings, stations during the recent global public health issue with its fast and 
accurate masked individual identification functions during facial verification. 

Features 

• Visible Light Facial Recognition.

• Better hygiene with touchless biometric authentication and masked individual identification.

• Anti-spoofing algorithm against printed photo attack (laser, color and B/W photos), videos attack 
and 3D mask attack.

• Multiple Verification Methods: Password / Face.

• Multi-face Verification.

Other Specifications 

• Mask detection.
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3 Instruction for Use 

Before getting into the device features and functions, it is recommended to be familiar with the 
below fundamentals. 

Standing Position, Posture and Facial Expression 3.1 

 Recommended Standing Posture and Facial Expression

NOTE: Please keep your facial expression and standing posture natural while enrolment or verification. 

Standing Posture 

Facial Expression 
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3.2 Face Registration 
Try to keep the face in the centre of the screen during registration. Please face towards the camera 
and stay still during face registration. The screen should look like this: 

Correct face registration and authentication method 

 Recommendation for registering a face

 When registering a face, maintain a distance of 40cm to 80cm between the device and the face.

 Be careful to keep your facial expression natural and not to change. (smiling, drawn face, wink,
etc.)

 If you do not follow the instructions on the screen, the face registration may take a longer time or
may fail.

 Be careful not to cover the eyes or eyebrows.

 Do not wear hats, masks, sunglasses, or eyeglasses.

 Be careful not to display two faces on the screen. Register one person at a time.

 It is recommended for a user wearing glasses to register both faces with and without glasses.
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 Recommendation for authenticating a face

 Ensure that the face appears inside the guideline displayed on the screen of the device.

 Sometimes, authentication may fail due to the change in the wearing glasses then the one used
while registration. In such a case, you may require authenticating your face with the previously
worn glasses. If your face was registered without glasses, you should authenticate your face
without glasses further.

 If a part of the face is covered with a hat, a mask, an eye patch, or sunglasses, authentication may
fail. Do not cover the face, allow the device to recognize both the eyebrows and the face.

Standby Interface 3.3 
After connecting the AC adapter, the following standby interface is displayed: 

• Tap  to enter the User ID input interface. 

• When there is no Super Administrator set in the device, tap  to go to the menu. 

• After adding a Super Administrator on the device, it requires the Super Administrator’s verification
before opening the menu functions.

NOTE: For the security of the device, it is recommended to register a super administrator the first time 
you use the device. 
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3.4 Virtual Keyboard 

NOTE: 

The device supports the input in Chinese language, English language, numbers, and symbols. 

1) Tap [En] to switch to the English keyboard.

2) Press [123] to switch to the numeric and symbolic keyboard.

3) Tap [ABC] to return to the alphabetic keyboard.

4) Tap the input box, a virtual keyboard appears.

5) Tap [ESC] to exit the virtual keyboard.
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3.5 Verification Mode 

3.5.1 Facial Verification 

 1:N Facial Verification

1. Conventional verification

In this verification mode, the device compares the collected facial images with all face data registered 
in the device. The following is the pop-up prompt of a successful comparison result. 

2. Enable mask detection

When the user enables the Enable mask detection function, the device identifies whether the user 
is wearing a mask while verification or not. The following are the popups of the comparison result 
prompt interface. 
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 1:1 Facial Verification

In this verification mode, the device compares the face captured by the camera with the facial 
template related to the entered user ID. Press        on the main interface and enter the 1:1 facial 
verification mode and enter the user ID and tap [OK]. 
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If the user has registered password in addition to the face, and the verification method is set to 
Password/ Face verification, the following screen will appear. Select the         icon to enter the face 
verification mode. 

After successful verification, the prompt box displays "Successfully verified", as shown below: 

If the verification is failed, it prompts "Please adjust your position! ". 
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3.5.2 Multi-face Verification 

 1:N Multi-face Verification

1. Conventional verification

In this verification mode, the device compares the collected multi-person facial images with all the face 
data registered in it. The device supports verification of up to 4 people at once. But the number of 
verification results to be displayed on the right side can be configured. The following image shows the 
pop-up prompt of a successful comparison result. 

Tap System > Face > Face Identifying Settings > Identifying Mode > Multi-face Identifying > 
Count to Display to set the number of the verification results to be displayed. 

NOTE:  The Count to Display can be set between 1 to 4. 

2. Enable mask detection

When the user enables the Enable mask detection function, the device identifies whether the user 
is wearing a mask while verification or not. The following are the popups of the comparison result 
prompt interface. 
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NOTE: Not wearing a mask is displayed as  icon. 

 1:1 Multi-face Verification

In this verification mode, the device compares the face captured by the camera with the facial

template associated to the entered user ID. Press            on the main interface and select the 1:1 facial

verification mode and enter the user ID and tap [OK].
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If the user has a registered password in addition to the face, and the verification method is set to 
Password/ Face verification, the following screen will appear. Select the       icon to enter the face 
verification mode. 

After the verification is successful, the prompt box will display the verification result, as shown in the 
figure below: 
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3.5.3 Password Verification 

The device compares the entered password with the registered password of the given User 
ID. 
Tap the  button on the main screen to enter the 1:1 password verification mode. Then, input the user 
ID and press [OK]. 

If the user has registered face in addition to a password, and the verification method is set to Password/ 
Face verification, the following screen will appear. Select the  icon to enter password verification mode. 
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Input the password and press [OK]. 

Following are the display screen after entering a correct password and a wrong password respectively. 

Verification is successful  Verification is failed 
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4 Main Menu 

Press  on the Standby interface to enter the Main Menu, the following screen will be displayed: 

Function Description 

Menu Descriptions 

User Mgt. To Add, Edit, View, and Delete information of a User. 

User Role 
To set the permission scope of the custom role and enroller for the users, that is, the 
rights to operate the system. 

COMM. 
To set the relevant parameters of Network, Serial Comm., PC Connection, Wireless 
Network, Cloud Server, Wiegand and Network Diagnosis. 

System 
To set parameters related to the system, including Date & Time, Access Logs Setting, 
Face, Resetting to factory settings, Device Type Setting and Detection Management. 

Personalize 
To customize settings of User Interface, Voice, Bell Schedules, Punch State Options 
and Shortcut Key Mappings settings.  

Data Mgt. To delete all relevant data in the device. 

Access Control 
To set the parameters of the lock and the relevant access control device including 
options like Time schedule, Holiday Settings, Combine Veri�cation, Anti-Passback 
Setup, and Duress Option Settings. 

Attendance 
Search 

To query the speci�ed Event Logs, check Attendance Photos and Blocklist 
attendance photos. 

Print To set printing information and functions (if printer is connected to the device). 

Autotest 
To automatically test whether each module functions properly, including the LCD 
Screen, Audio, Camera, and real-time clock. 

System Info To view Data Capacity and Device and Firmware information of the current device. 
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5 User Management 

5.1 User Registration 
Tap User Mgt. on the main menu. 

5.1.1 User ID and Name 

Tap New User and enter the User ID and Name. 

NOTE: 

1) A name can take up to 17 characters.

2) The user ID may contain 1-9 digits by default.

3) You can modify your ID during the initial registration but not after registration.

4) If a message "Duplicated!" pops up, you must choose another ID as the entered User ID already
exists.
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5.1.2 User Role 

On the New User interface, tap on User Role to set the user’s duty as either Normal User or Super Admin. 

• Super Admin: The Super Administrator owns all management privileges in the Device.

• Normal User: If the Super Admin is registered already in the device, then the Normal Users will not
have the privilege to manage the system and can only access authentication verifications.

• User Defined Roles: The Normal User can also be assigned custom roles with User Defined Role.
The user can be permitted to access several menu options as required.

NOTE: If the selected user role is the Super Admin, the user must pass the identity authentication to access 
the main menu. The authentication is based on the authentication method(s) that the super administrator 
has registered. 

5.1.3 Face 

Tap Face in the New User interface to enter the face registration page. 

• Please face towards the camera and position yourself such that your face image fits inside the white
guiding box and stay still during face registration.

• A progress bar shows up while registering the face and the "Enrolled Successfully" message is
displayed as the progress bar completes.

• If the face is registered already then, the "Duplicate Face" message shows up. The registration
interface is as follows:
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5.1.4 Password 

Tap Password in the New User interface to enter the password registration page. 

• On the Password interface, enter the required password and re-enter to confirm it and tap OK.

• If the re-entered password is different from the initially entered password, then the device prompts
the message as "Password not match!", where the user needs to re-confirm the password again.

NOTE: The password may contain 1 to 8 digits by default. 
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5.1.5 Profile Photo 

Tap on Profile Photo in the New User interface to go to the Profile Photo registration page. 

• When a user registered with a photo authenticates successfully, the user's registered photo is
displayed.

• Tap Profile Photo to open the device’s camera, then tap the camera icon to take a photo. The
captured photo is displayed on the top left corner of the screen and the camera opens up again to
take another photo, after taking the initial photo.

NOTE: While registering a face, the system automatically captures a picture as a profile photo. If you 
do not register a profile photo, the system automatically sets the picture captured while registration as 
the default photo.  

5.1.6 Access Control Role 

The Access Control Role sets the door access privilege for each user. It includes the access 
group, verification mode and also facilitates setting the group access time-period.  

• Tap Access Control Role > Access Group to assign the registered users to different groups for
better management. New users belong to Group 1 by default and can be reassigned to other groups.
The device supports up to 99 Access Control groups.

• Tap Time Period, to select the time to use.
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5.2 Search User 
On the Main Menu, tap User Mgt., and then tap All Users to search a User. 

• On the All Users interface, tap on the search bar on the user’s list to enter the required retrieval
keyword (where the keyword may be the user ID, surname, or full name) and the system will search
for the related user information.

5.3 Edit User 
On the All Users interface, tap on the required user from the list and tap Edit to edit the user information. 
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NOTE: The process of editing the user information is the same as adding a new user, except that the User 
ID cannot be modified when editing a user. The process in detail refers to "5.1 User Registration". 

5.4 Delete User 
On the All Users interface, tap on the required user from the list and tap Delete to delete the user or 
specific user information from the device. On the Delete interface, tap on the required operation and then 
tap OK to confirm the deletion. 

Delete Operations 

• Delete User: Deletes all the user information (deletes the selected User as a whole) from the Device.

• Delete Face Only: Deletes the Face information of the selected user.

• Delete Password Only: Deletes the password information of the selected user.
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5.5 Display Style 
On the Main Menu, tap User Mgt., and then tap Display Style to enter Display Style setting interface. 

All the Display Styles are shown as below: 

Single Line Multiple Line Mixed Line 
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6 User Role 

User Role facilitates to assign some specific permissions to certain users, based on the requirement. 

 On the Main menu, tap User Role, and then tap on the User Defined Role to set the user defined
permissions.

 The permission scope of the custom role can be set up to 3 roles, that is, the custom operating
scope of the menu functions of the user.

 On the User Defined Role interface, toggle Enable Defined Role to enable or disable the user
defined role.

 Tap on Name and enter the custom name of the role.

 Then, tap on Define User Role and select the required privileges to assign to the new role, and
then tap on the Return button.

 During privilege assignment, the main menu function names will be displayed on the left and its
sub-menus will be listed on its right.

 First tap on the required Main Menu function name, and then select its required sub-menus from
the list.
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NOTE: If the User Role is enabled for the Device, tap on User Mgt. > New User > User Role to assign the 
created roles to the required users. But if there is no super administrator registered in the Device, then the 
device will prompt "Please enroll super admin first!" when enabling the User Role function. 
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7 Communication Settings 

Communication Settings are used to set the parameters of the Network, Serial Comm, PC connection, Wireless 
Network, Cloud server, and Wiegand, Network Diagnosis. 

Tap COMM. on the main menu. 

7.1 Network Settings 
When the device needs to communicate with a PC over the Ethernet, you need to configure 
network settings and ensure that the device and the PC connect to the same network segment.  

Tap Ethernet on the Comm. Settings interface to configure the settings. 
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Function Description 

Function Name Descriptions 

IP Address 
The default IP address is 192.168.1.201. It can be modi�ed according to the 
network availability. 

Subnet Mask 
The default Subnet Mask is 255.255.255.0. It can be modi�ed according to 
the network availability. 

Gateway 
The default Gateway address is 0.0.0.0. It can be modi�ed according to the 
network availability. 

DNS 
The default DNS address is 0.0.0.0. It can be modi�ed according to the 
network availability. 

TCP COMM. Port 
The default TCP COMM Port value is 4370. It can be modi�ed according to 
the network availability. 

DHCP 
Dynamic Host Con�guration Protocol dynamically allocates IP addresses for 
clients via server. 

Display in Status Bar Toggle to set whether to display the network icon on the status bar. 

7.2 Serial Comm 

Serial Comm function establishes communication with the device through a serial port (RS232/ 

Printer/ RS485/ Master Unit).  

Tap Serial Comm. on the Comm. Settings interface. 

Function Description 

Function Name Descriptions 

Serial Port 

no using: No communication with the device through the serial port. 

RS232(PC): Communicates with the device through the RS232 serial port. 

RS485(PC): Communicates with the device through the RS485 serial port. 

Print Function: The device can be connected to the printer when RS485 
enables the print function. 
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Master Unit: Master unit

Baud Rate 

 PC Connection 7.3

PC Connection Comm.

Function Description 

Function Name Descriptions 

Comm Key 

Device ID 

 Wireless Network 7.4
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Wireless Network Comm.

Searching the Wi-Fi Network 

Connect to WIFI (OK)

WIFI Enabled: 
Connect 

to WIFI (OK). 
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Adding WIFI Network Manually 

NOTE: 

Advanced Setting 

Wireless Network  Advanced 

Function Description 

Function Name Description 

DHCP 

IP Address

Subnet Mask

Gateway 

Add WIFI Network
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 Cloud Server Setting 7.5
Cloud Server Setting Comm.

Function Description 

Function Name Description 

Enable 
Domain 
Name 

Server Address 
ON

Disable 
Domain 
Name 

Server Address 

Server Port 

Enable Proxy Server

HTTPS 

 Wiegand Setup 7.6

Wiegand Setup Comm.
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7.6.1 Wiegand input 

Function Description 

Function Name Descriptions 

Wiegand Format 

Wiegand Bits 

Pulse Width(us) 

Pulse 
Interval(us) 

ID Type 

Various Common Wiegand Format Description: 

Wiegand Format Description 

Wiegand26 

Wiegand26a 
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Wiegand34 

Wiegand34a 

Wiegand36 

Wiegand36a 

Wiegand37 

Wiegand37a 

Wiegand50 

"C" "E" "O"

"F" "M" "P" "S"
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7.6.2 Wiegand output 

Function Description 

Function Name Descriptions 

SRB 

Wiegand Format 

Wiegand output bits 

Failed ID 

Site Code 

Pulse Width(us) 

Pulse Interval(us) 

ID Type 
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 Network Diagnosis 7.7

Network Diagnosis 
Start the diagnostic test
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8 System Settings 

System Main Menu

 Date and Time 8.1
Date Time System

Manual Date and Time Con�rm

Select Time Zone

24-Hour Time Date Format

Daylight Saving Time Daylight Saving
Mode Daylight Saving Setup 
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Week Mode Date Mode 

NOTE: 

 Access Logs Setting 8.2
Access Logs Setting
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Function Description 

Function Name Description 

Camera Mode 

No Photo:

Take photo, no save:

Take photo and save: 

Save on successful veri�cation:

Save on failed veri�cation:

Display User Photo 

Access Log Alert 

Periodic Del of Access 
Logs 

Periodic Del of ATT 
Photo 

Periodic Del of 
Blocklist Photo 

Authentication 
Timeout(s) 
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 Face Parameters 8.3
Face System

FRR FAR 
Recommended Matching Thresholds 

1:N 1:1 
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Function Description 

Function Name Description 

Anti-Spoo�ng 
Settings  

2D Monocular Anti-Spoo�ng:

2D Monocular Anti-Spoo�ng Threshold:

2D Binocular Anti-Spoo�ng:

2D Binocular Anti-Spoo�ng Threshold:

Note:

Image Exposure 
Settings 

Face AE:

WDR:

Anti-�icker Mode:

Face Identifying 
Settings 

1:N Threshold Value:

1:1 Threshold Value:
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Face Enrollment Threshold:

Face Pitch Angle:

Face Rotation Angle:

Image Quality: 

Minimum Face Size:

Identifying 
Mode 

Multi-face Identifying:
Content Mode to Display

Count to Display

Content Mode to Display:

User ID
Name User ID + Name

Timestamp User ID + Timestamp Name +
Timestamp

Count to Display:

Note: Count to Display
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Tracking Identi�cation:

Face Comparison Interval(s):

Fill Light Sensitivity 

Motion Detection 
Sensitivity 

Face Algorithm 

NOTE: 

Process to modify the Facial Recognition Accuracy 

System Face > Anti-Spoo�ng

Main Menu Auto-Test > Test Face
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 Factory Reset 8.4

 Reset System OK

 Device Type Setting 8.5
 Device Type Setting System

Function Name Description 

Time Attendance 
Terminal 

Access Control 
Terminal 

NOTE: 
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 Detection Management 8.6
 Detection Management System

Function Description 

Function Name Description 

Enable Mask 
Detection 

Deny Access without 
Mask 

Allow Unregistered 
People to Access 

Enable Capture of 
Unregistered Person Allow 

unregistered people to access

Trigger External 
Alarm 

Clear External Alarm 

External Alarm 
Delay(s) 
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9 Personalize Settings 

Personalize Main Menu

 Interface Settings 9.1
User Interface Personalize

Function Description 

Function Name Description 

Wallpaper 

Language 
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Menu Screen 
Timeout (s) 

Idle Time To Slide 
Show (s) 

Slide Show Interval 
(s) 

Idle Time to Sleep 
(m) 

Main Screen Style 

Company Name 

 Voice Settings 9.2
Voice Personalize

Function Description 

Function Name Description 

Voice Prompt 

Touch Prompt 

Volume 

 Bell Schedules 9.3
 Bell Schedules Personalize
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New Bell Schedule 

 New Bell Schedule Bell Schedule

Function Description 

Function Name Description 

Bell Status 

Bell Time 

Repeat 

Ring Tone 

Internal Bell Delay(s) 

All Bell Schedules 

Bell Schedules All Bell Schedules

Edit the scheduled bell 

All Bell Schedules Edit

Delete a bell 

All Bell Schedules Delete Yes
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 Punch States Options 9.4
 Punch States Options Personalize

Function Description 

Function Name Description 

Punch State Mode 

O�:
Shortcut Key Mappings 

Manual Mode: 
Punch State Timeout

Auto Mode: 

Manual and Auto Mode: 

Manual Fixed Mode: 

Fixed Mode: 

 Shortcut Key Mappings 9.5

Shortcut Key Mappings Personalize
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Shortcut Key Mappings

Shortcut Key ( ) function

Set the switch time 

Punch State Mode Auto Mode

Shortcut Key Set Switch Time

Switch Cycle
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OK

NOTE:
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10 Data Management 

Main Menu Data Mgt.

 Delete Data 10.1
Delete Data Data Mgt.

Function Description 

Function Name Description 

Delete Access Records 

Delete Attendance Photo 

Delete Blocklist Photo 

Delete All Data 

Delete Admin Role 

Delete Access Control 
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Delete Pro�le Photo 

Delete Wallpaper 

Delete Screen Savers 

OK
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11 Access Control 

Main Menu Access Control

To gain access, the registered user must meet the following conditions: 
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 Access Control Options 11.1
Access Control Options Access Control

Function Description 

Function Name Description 

Gate Control Mode 
ON OFF

ON

Door Lock Delay (s) 

Door Sensor Delay (s) 

Door Sensor Type 

None, Normal Open,  Normal Closed

None: 

Normally Open: 

Normally Closed:

Veri�cation  Mode 
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Door Available Time 
Period 

Normal Open time 
Period 

Master Device 
Out In

Out

In

Slave Device 
Out In

Out

In

Auxiliary Input 
Con�guration 

Verify Mode by 
RS485 

Speaker Alarm 

Reset Access Setting 

 Time Rule Setting 11.2
Time Rule

10 1 3

OR

HH MM-HH MM
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OK
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NOTE: 

23:57~23:56

08:00~23:59

00:00 23:59

 Holidays 11.3

Holidays Access Control

Add a New Holiday

Add Holiday Holidays

Edit a Holiday

Holidays Edit
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Delete a Holiday

Holidays Delete OK
All Holidays

 Combined Veri�cation 11.4

0 ≤ N ≤ 
5

Combined Veri�cation on Access Control

up
down OK

For Example: 

Door-unlock combination 1 (01 03 05 06 08)

Door-unlock combination 2 (02 02 04 04 07)
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Door-unlock combination 3 (09 09 09 09 09)

Door-unlock combination 4 (03 05 08 00 00)

NOTE:

 Anti-Passback Setup 11.5

Anti-Passback Setup Access Control
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Function Description 

Function Name Description 

Anti-Passback 
Direction 

No Anti-Passback:

Out Anti-Passback: 

In Anti-Passback:

In/Out Anti-Passback:

 Duress Options 11.6

Access Control  Duress Options 

Function Description 

Function Name Description 

Alarm on Password 

Alarm Delay (s) 

Duress Password 
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12 Attendance Search 

Attendance Search Main Menu

Attendance Search Event Logs 

OK
OK
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13 Print Settings 

Print  Main Menu

 Print Data Field Settings 13.1

Data Field Setup Print



  User Manual 

 Print Options Settings 13.2

Printer Options Print Paper Cut 

Remarks: Paper Cut
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14 Autotest 

Main Menu Autotest.

Function Description 

Function Name Description 

Test All 

Test LCD 

Test Voice 

Test Face 

Test Clock RTC 
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15 System Information 

Main Menu System Info

Function Description 

Function Name Description 

Device Capacity 

Device Info 

Firmware Info 
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Appendix 1 

Requirements of Live Collection and Registration of Visible Light Face 

Images 
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Requirements for Visible Light Digital Face Image Data 

Eye Distance

Facial Expression

Gesture and Angel

Accessories

Face

Image Format

Data Requirement
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Appendix 2 

Privacy Policy 
Notice: 

Before using our products and services, please read carefully and understand all the rules and 
provisions of this Privacy Policy. If you do not agree to the relevant agreement or any of its 
terms, you must stop using our products and services. 

I. Collected Information

User Registration Information: Fingerprint
template/Face template/Palm template

Product information:

When you connect your product to the software, please carefully read the
privacy policy for the speci�c software.

II. Product Security and Management

If you still do not set the
Administrator privilege after receiving the system prompt, you should be aware of the
possible security risk (for example, the data may be manually modi�ed).



  User Manual 

If you choose to display such information, we assume that you are aware of
the potential security risks (for example, your photo will be displayed on the device
interface).

Once you enable
this function, we assume that you are aware of the potential security risks.

III. Others
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Eco-friendly Operation 

Hazardous or Toxic substances and their quantities 

Note



Installation Guide
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Installation Requirements

Device Installation

Installing on the wall

Baseline

1.5m

   Place the mounting template sticker onto the wall, and drill holes according to the mounting paper.

   Fix the back plate onto the wall using wall mounting screws.

   Fix the device into back plate.

   Use the safety screw to fasten the device to the back plate.
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Power Connection

Recommended AC adapter: 12V  3A,
AC adapterTo share the power with other devices, use a   with higher current ratings. n

DC 12V, 3A 

Port Introduction

RJ45 Port

Power
RS232_TXD
RS232_RXD
GND
GND
GND
12VIN
12VIN

AL+
AL-
NC
COM
NO
BUT
GND
SEN
GND
AUX
GND

12V-OUT
GND
IWD0
IWD1
WD0-OUT
WD1-OUT
12V-OUT
GND
485A
485B

RS232

RS485

Wiegand In 
Wiegand Out

Alarm

Lock

Exit Button
Sensor
Auxiliary Input

Power Out

Power Out

Power In
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Printer Connection

RS232_TXD

RS232_RXD

GND

GND

GND

12VIN

12VIN

RS232
Printer

Wiegand Reader Connection

Wiegand Reader

GND

+12V

WD1

WD0

Access 
Controller

WD1

WD0

+12V

GND

12V-OUT

GND

IWD0

IWD1

WD0-OUT

WD1-OUT

12V-OUT

GND

485A

485B
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Detector 
Power 

Smoke Detector

COM

NO

RS485 Connection

RS485 Reader

485+

485-

+12V

GND

Door Sensor, Exit Button & Alarm Connection

Alarm Power 

Alarm

Exit Button

Door Sensor

AL+

AL-

NC

COM

NO

BUT

GND

SEN

GND

AUX

GND

12V-OUT

GND

IWD0

IWD1

WD0-OUT

WD1-OUT

12V-OUT

GND

485A

485B
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Lock Relay Connection

1) Device not sharing power with the lock                   2) Device sharing power with the lock

The system supports both Normally Opened Lock and Normally Closed Lock. The NO Lock (normally 
open when powered) is connected with 'NO' and 'COM' terminals, and the NC Lock (normally close 
when powered) is connected with 'NC' and 'COM' terminals. The power can be shared with the lock or 
can be used separately for the lock, as shown in the example with NC Lock below:

DC12V

FR107

NC Lock

DC12V

DC12V

FR107

NC Lock

Ethernet Connection

Connect the device and the software over an Ethernet cable. An example is shown below:

 : 192.168.1.201Default IP address
: 255.255.255.0 Subnet mask

 : 192.168.1.130IP address
: 255.255.255.0 Subnet mask

+12V
GND

AL+
AL-
NC
COM
NO
BUT
GND
SEN
GND
AUX
GND

+12V
GND

AL+
AL-
NC
COM
NO
BUT
GND
SEN
GND
AUX
GND

Click [Comm.] > [Ethernet] > [IP Address], input the IP address and click [OK].
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